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Abstract  

The immune system plays a fundamental role in recognizing and eliminating malignant cells to maintain 

cellular homeostasis. However, the tumor microenvironment (TME), composed of tumor and stromal cells, 

extracellular matrix, vascular components, and soluble mediators, promotes cancer progression by enabling 

immune escape mechanisms. Advances in cancer immunology have led to the development of various 

immunotherapeutic strategies designed to restore antitumor immune responses. These include monoclonal 

antibodies that selectively target tumor-associated antigens, therapeutic cancer vaccines that stimulate 

durable immune protection, and adoptive cell therapies that enhance tumor-specific T-cell activity. Although 

these approaches have shown significant clinical benefits, immune suppression within the TME continues 

to limit treatment efficacy. A deeper understanding of immune checkpoint pathways and tumor-induced 

immune dysfunction is therefore essential to improve current therapies and guide future innovations in 

cancer management. 
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Introduction 
The human immune system is a harmonious collection of mechanisms that work together to shield people against 

illness. Tumor cells and invasive pathogens, such as bacteria and viruses, are effectively identified and eliminated 

without harming healthy cells. Additionally, immune cells are essential for preventing the emergence and growth of 

malignancies since they are a basic part of stromal cells. Conversely, the intricate ecosystem known as the tumor 

microenvironment (TME) promotes the growth and survival of tumor cells. The majority of the TME is made up of 

tumor cells, stromal cells, extracellular matrix, peripheral blood arteries, and the secretory products of different cells, 

including cytokines and cellular metabolites [1].  

Therefore, one of the biggest problems facing modern medicine is cancer [2]. The immune system is necessary for 

identifying and eliminating aberrant cells, preserving cellular homeostasis, and guarding against cancerous alterations 

[3]. Nevertheless, cancer cells employ several intricate strategies to avoid immune surveillance, which allows them to 

proliferate uncontrollably and eventually develop into potentially fatal tumors [4, 5]. Accordingly, immune evasion 

pathways are revealed by recent advancements in immunology and oncology, offering fresh perspectives on how cancer 

cells evade immune responses [6-8]. 

 

Cancer microenvironment and immune cells (TME) 

Cancer cells, immune cells, blood arteries, fibroblasts, signaling molecules, and the extracellular matrix (ECM) make up 

the complex, diverse, and dynamic tumor microenvironment [9]. The main source of energy for cells is the oxidative 

breakdown of glucose. Even in oxygen-sufficient environments, tumor cells prefer to use glycolysis to turn glucose into 

lactate, while normal cells obtain energy by completely oxidizing glucose to CO2 and water in aerobic conditions. The 

Warburg effect is the term used to describe this [10]. Additionally, the ECM, immune cells, stromal cells, and soluble 

substances are all components of the TME that work together to promote the survival, growth, and spread of cancer 

cells [11, 12]. On the other hand, creating successful treatment plans requires an understanding of the TME's molecular 

mechanisms and how they affect metastasis. Through a variety of ways, the TME actively influences the course of cancer 

rather than acting as a passive environment for tumor formation. For instance, fibroblasts and other stromal cells can 

develop into cancer-associated fibroblasts (CAFs) [13]. Depending on their level of activity and the signals they receive 
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from the tumor and its surroundings, immune cells inside the TME, such as neutrophils, T cells, and macrophages, can 

either repress or encourage tumor growth and metastasis [14].  

Furthermore, in tumor cells, both aerobic glycolysis and glutamine catabolism create high amounts of lactate, rendering 

the TME acidic [15]. Although most cancer-metabolism-related investigations have considered Lactate as a metabolic 

waste product in the Warburg effect, recent studies have suggested that lactate is a possible fuel [16]. Macrophages are 

among the immune cells in the TME that are crucial for tumor metastasis, in addition to other immune cell types (Figure 

1). When these cancer cells are getting ready to spread to other bodily tissues, macrophages in the main tumor first aid 

in the growth of the tumor. The resident macrophages in the distal tissues form a hospitable environment called a pre-

metastatic niche upon receiving signaling instructions created by primary tumor-derived extracellular vesicles that 

could modify the activity of these macrophages. After settling in these organs, cancer cells eventually attract immune 

cells like monocytes, which develop into tumor-associated macrophages and aid in the spread of the tumor. Thus, in 

primary tumors, macrophages aid in tumor cell proliferation and prepare metastatic sites for the dissemination and 

creation of new tumors [17]. Although immune cells normally protect against diseases within the TME, they can be 

altered to aid tumor growth. Tumor-associated macrophages (TAMs) support tumors by reducing immunological 

responses and promoting angiogenesis, the process of creating new blood vessels [18]. Furthermore, by activating 

immunological checkpoints to suppress the immune response, tumor cells can evade immune attack [19]. A tumor is 

surrounded by a TME, which is made up of different cell types that communicate with one another. The components 

of TME are stromal, immunological, and cancer cells, as well as extracellular matrix components (Figure 1) [20]. 

 
Figure 1. Cells of the tumor microenvironment (TME).  

 

This immune cell location, makeup, and state of activation influence the course of cancer and adjust the response to 

treatment. Quick developments in spatial transcriptomics and proteomics profiling allow understanding the 

heterogeneous immune solid tumor landscape while maintaining geographic details about the cellular Tumor, 

immunological, and stromal cell architecture and functional phenotype [21, 22]. This high-resolution information of 

TME enables clinicians to develop specific treatments based on customized immunological profiles [8]. Macrophages, 

neutrophils, natural killer (NK) cells, dendritic cells (DCs), bone marrow-derived suppressor cells (MSDCs), and tumor-

infiltrating lymphocytes (TILs) make up the immunological landscape in the TME (Figure 1). These cell types 

differentially interact with the molecular and cellular elements of TME engineering, either tumor development or 

repression, depending on their activation status and interaction [8]. 

 
Mechanisms of immune evasion in cancer 

Tumor-induced immune suppression 

Tumor cells employ a variety of strategies to avoid the immune system. One significant mechanism is tumor-induced 

immune suppression [23, 24]. This includes creating an immunosuppressive microenvironment that impedes the 

expansion and function of immune cells, facilitating unregulated growth and persistence of malignant cells [25].  
Specifically, tumors can disrupt the immune system by secreting immunosuppressive compounds, enlisting regulatory 

immune cells, as well as generating checkpoint molecules that hinder immunological responses. Usually, the immune 

system recognizes and gets rid of malignant cells [26, 27]. Cellular and soluble components typically make up this 
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immunosuppressive milieu, which encourages tumor growth and helps malignancies evade the immune system [28, 

29]. The primary cellular components of the tumor microenvironment (TME) are innate immune cells like myeloid-

derived suppressor cells (MDSCs), tumor-associated macrophages (TAMs), tumor-associated neutrophils (TANs), 

tumor-associated dendritic cells (tDCs), and adoptive immune cells like regulatory T cells (Tregs). Additionally, it has 

been demonstrated that this process involves small molecules, including vascular endothelial growth factor (VEGF), 

transforming growth factor beta (TGF-β), and cytokines like interleukin-10 (IL-10) generated by immunosuppressive or 

cancer cells [30-32].  

MDSCs are immature myeloid cells deriving from hematopoietic stem cells residing in the bone marrow. The precursor 

of MDSCs migrates out of the bone marrow and travels into the extramedullary sites, induced by factors, and becomes 

an MDSCs [33, 34]. Following their appearance in the TME, MDSCs altered how immune cells and cancer cells 

interacted, which led to immunosuppression [35]. Additionally, the epithelial–mesenchymal transition (EMT) 

transcriptional factors, including Snail and Twist1, engaged the immunosuppressive cells, such as MDSCs, and 

promoted the expression of immunosuppressive checkpoints, resulting in the immunosuppressive TME. 

Immunosuppressive substances then enabled tumor cells to undergo EMT, which enhanced the progression of the 

tumor [36]. One of the primary methods by which tumors cause immune suppression is the creation of soluble chemicals 

that inhibit immune cell activation. Tumor cells, for instance, often release high concentrations of cytokines, such as 

transforming growth factor-beta (TGF-β) [37], interleukin-10 (IL-10) [38], and VEGF [39, 40], all of which contribute to 

an immunosuppressive environment. Notably, TGF-β is a potent immunosuppressive cytokine that inhibits the 

activation and development of T cells [41, 42] and natural killer (NK) cells [43, 44], both crucial for anti-tumor immunity. 

 
Figure 2. Mechanism of immunological evasion in the cancer immune cycle [45]. 

 

Antigen presentation and recognition 

Tumor cells have the potential to reduce antigen presentation, which makes them less noticeable and hinders immune 

cells, especially T cells, from recognizing and interacting with tumor-specific antigens [46] (Figure 1). Numerous 

mechanisms can be attributed to these phenomena. Firstly, tumor cells can promote the deletion or acquisition of 

mutations in major histocompatibility complex (MHC) genes, resulting in diminished or missing production of MHC 

molecules [47-50]. Secondly, there may be disruptions in the loading of tumor antigens onto MHC molecules. These 

disruptions can include changes in immunoproteasome activity (leading to peptide deficiency), disruption of peptide 

getting into the endoplasmic reticulum via transporter linked to antigen processing (TAP), and disruptions involving 

chaperone proteins [46, 51]. Furthermore, both mutational and non-mutational changes supply cancer cells with a 

distinctive antigenic landscape in contrast to their normal equivalents, at least theoretically boosting the availability of 

CD8+ CTLs [52, 53]. However, malignant cells frequently lack the molecular machinery necessary for the correct 
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processing and expression of such novel antigens on the cell surface, which enables them to evade immune 

identification [52]. 

Defects in the antigen processing and presentation (APP) machinery can be acquired by neoplastic cells through genetic 

mechanisms [54], such as loss of heterozygosity (LOH) at chromosome 6p, which includes the MHC locus, as reported 

in individuals with non-small cell pulmonary carcinoma (NSCPC) and homologous recombination- insufficient (HRD) 

high-grade serous ovarian cancer (HGSOC) [55–57].  

On the other hand, current research has shown that one mechanism underlying the immune escape is the tumor-

intrinsic factor YTHDF1, a m6A reader that modulates the translation of critical lysosomal genes. YTHDF1 deficiency 

has been found to restore the proteolysis of MHC-I molecules and their related antigens, hence boosting tumor immune 

surveillance. This process not only promotes immune evasion but also facilitates opposition immunological ICIs, as 

YTHDF1 deficiency helps to turn “cold” tumors into “hot” tumors to improve their susceptibility to immunotherapy 

[58].  

Moreover, MHC class I and MHC class II expression play crucial roles in establishing resistance to immunotherapy, 

albeit through separate methods. In malignancies with faulty IFN-γ signaling, decreased MHC-I expression hampers T 

cell identification, leading to immune evasion. However, cancers that maintain high MHC-I levels may still respond to 

immunotherapy, suggesting that techniques targeting the NF-κB pathway to sustain MHC-I expression could overcome 

resistance [59, 60].  

These results thus demonstrate the significance of MHC molecules in immune response modulation and offer possible 

therapeutic approaches for combating immune checkpoint inhibitor resistance. Many mechanisms support immune 

evasion in acute myeloid leukemia (AML) (Figure 3) [61, 62].  

The precise role of each mechanism in the development of leukemia immunological tolerance, their activity in the 

secondary cancer site (peripheral blood) compared to bone marrow (the original cancer site), and the effects of AML 

therapy and genetics on them deserve further study. In AML, leukemic blasts interact with the bone marrow 

microenvironment to create an immunosuppressive niche. Key features include reduced antigen presentation by 

dendritic cells and impaired cytotoxic activity of natural killer (NK) cells and T lymphocytes. Leukemic cells often 

overexpress immune checkpoint molecules (such as PD-L1), which inhibit T-cell activation and promote immune 

escape. Additionally, regulatory T cells (Tregs) and myeloid-derived suppressor cells (MDSCs) are expanded, further 

dampening anti-tumor immune responses [61]. 

 

 
Figure 3. The dysfunctional immune landscape associated with acute myeloid leukemia.  
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Furthermore, in several donor transplant situations, the downregulation of HLA class II molecules via epigenetic 

processes has been noted [63, 64]. Leukemia antigen presentation by immature antigen-presenting cells or splenic 

CD8α+ dendritic cells has been demonstrated in mouse models to generate T-cell tolerance, particularly CD8+ and 

deletional T-cell tolerance [65]. 

 

Tumor TME modulation 

Cancer cells, stromal cells, immune cells, and signaling molecules make up the intricate ecosystem that is the TME [66]. 

This microenvironment plays a vital role in tumor formation, metastasis, and immune evasion. Through a variety of 

mechanisms that together encourage immune suppression and enable tumor cells to evade immune surveillance, the 

TME actively influences the immune response rather than acting as a passive environment for tumor growth [67]. 

Additionally, all cancer cells demonstrate a major metabolic rewiring as contrasted to their normal counterparts [68]. 

While for long such metabolic abnormalities were understood as a pure consequence of the accumulating trophic needs 

of malignant cells, it is now clear that certain metabolic pathways that are changed in cancer actively induce 

immunosuppression [69]. 

 In the presence of serum antibody, certain tumor-specific antigens have been observed to disappear from the surface 

of cancerous cells. Such “antigen loss variants” are generally discovered in fast-dividing malignancies [70]. Due to the 

increased mitotic rate of cancer cells and their genomic instability, these antigen-loss variants emerge. If these antigens 

are not needed for the proliferation or survival of the altered phenotype, these antigen-loss mutations have a growth 

edge in the host, allowing them to endure and proliferate [71]. Being the most prevalent malignancy in women, breast 

cancer (BC) is one of the most researched tumors at all levels [72].  

By eliminating immunomodulatory neoplastic cells, immune cells that have infiltrated the tumors stop them from 

growing. However, by affecting tumor immunogenicity and choosing tumor clones that can induce immune fatigue, 

they may also be responsible for the development of tumor resistance to treatment [73]. Moreover, the immune cells in 

the TME have an important role in cancer development and metastasis. The type 1 helper T cells (Th1), cytotoxic T 

lymphocytes (CTLs), and natural killer cells (NK cells) are connected with an immunological stimulant 

microenvironment. Conversely, the regulatory cells of the TME, particularly type 2 helper T cells (Th2), TAMs, 

regulatory T cells (Tregs), and myeloid-derived suppressor cells (MDSCs), have a connection with immunosuppressive 

microenvironment and adverse effects [74, 75]. These cells limit tumor growth by eliminating immunogenic neoplastic 

cells or modifying cancer immunogenicity, enabling tumor evacuation [76].  

Furthermore, immunological evasion depends on metabolic reprogramming within the TME [77, 78]. Tumor cells 

usually shift towards glycolysis, even under normoxic conditions [79, 80]. By supplying biosynthetic precursors, this 

enables them to multiply quickly [81]. As a result of this metabolic reprogramming, tumor cells compete with infiltrating 

immune cells for essential resources, including glucose and glutamine [82, 83]. This nutritional deficit in the TME affects 

the function and development of effector T cells [83, 84].  

 

Immune checkpoint inhibition 

Although uncontrolled development is clearly a common biological property of all tumors, the key pathophysiologic 

characteristics of cancer responsible for morbidity and mortality are the ability to penetrate beyond natural tissue 

barriers and to metastasize. Both of these traits are linked to a significant disruption of tissue architecture and are never 

observed in normal tissues or benign tumors [85]. Moreover, immunosuppression results from the interaction of PD1 

expressed in T cells with PD-L1 on cancer cells, which inhibits T cell survival and proliferation. Pembrolizumab and 

nivolumab are ICIs that target PD1 to inhibit PD1/PD-L1 interaction [86]. On the other hand, durvalumab and 

atezolizumab work against PD-L1 to prevent it from interacting with PD1 [87, 88]. 
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Figure 4. Multiple immunologic checkpoints in the tumor microenvironment [89].  

This figure demonstrates the intricate network of immune checkpoint pathways that modulate antitumor immunity 

within the tumor microenvironment. Tumor cells and immunosuppressive cell subsets, including regulatory T cells and 

myeloid-derived suppressor cells, express inhibitory ligands such as PD-L1, CD80/CD86, and ligands for TIM-3 and 

LAG-3. Engagement of these ligands with their receptors on activated T cells attenuates T-cell proliferation, effector 

function, and cytokine secretion, thereby facilitating immune escape. The figure underscores the redundancy and 

cooperation among checkpoint pathways, providing a mechanistic rationale for therapeutic strategies targeting 

multiple checkpoints to achieve more robust and sustained antitumor responses. 

PD-L1 and PD-L2 are ligands for the PD-1 receptor, with PD-L1 being expressed on both cancer and immune cells. One 

important biomarker for predicting how some tumors may react to anti-PD-1/PD-L1 treatments is PD-L1. By binding 

to PD-1 and CD80, PD-L1 inhibits T-cell activation, limiting T-cell trafficking and proliferation, which inhibits cancer 

cell killing [90, 91]. Additionally, CTLA-4, a protein from the immunoglobulin superfamily, is expressed exclusively on 

activated T cells and regulates early T-cell activation. It suppresses the co-stimulatory receptor CD28, although both 

bind to the same B7 ligand on B cells and antigen-presenting cells (APCs). CTLA-4 is elevated 24 hours after T-cell 

activation and peaks 2-3 days later, whereas CD28 is expressed on naïve T cells. CTLA-4 serves a vital function in 

inhibiting T-cell responses; without it, T-cell proliferation becomes uncontrolled. This discovery motivated researchers 

to study whether blocking CTLA-4 could improve anti-tumor immune responses [92, 93]. 

Another crucial factor, the T cell immunoreceptor with Ig and ITIM domains (TIGIT), is potentially developing into an 

immunological checkpoint. T cells, NK cells, and other immune cells, such as dendritic cells and regulatory T cells, 

express this inhibitory receptor. It operates as a crucial immunological checkpoint, especially within the TME. TIGIT 

and CD226 (DNAM-1) compete to bind to CD112 and CD155, two shared ligands. When TIGIT binds to CD155, it 

conveys an inhibitory signal via the immunoreceptor tyrosine-based inhibition motif (ITIM) in its cytoplasmic domain. 

This reduces T cell activation, proliferation, cytokine generation, and the killing potential of T cells and NK cells. As a 

result, TIGIT leads to immune evasion by cancer cells [94, 95]. 

 

Approaches for cancer immunotherapy 

According to the hypothesis of cancer immunoediting, the immune system can paradoxically either stimulate or prevent 

the development of tumor tissue. This process is controlled by a complicated mechanism that consists of three primary 

stages: elimination, equilibrium, and escape [96].  The concept of immunotherapy dates back to 1796, when Edward 

Jenner successfully used cowpox inoculation to prevent smallpox [97]. In 1997, the U.S. Food and Drug Administration 

(FDA) approved the first antibody-based cancer therapy, Rituximab, for follicular lymphoma, marking the beginning 

of monoclonal antibody therapy in oncology. Over the next decade, several more antibodies gained approval, including 

Trastuzumab (1998), Gemtuzumab ozogamicin (2000), Alemtuzumab (2001), Ibritumomab tiuxetan (2002), 
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Tositumomab (2003), Cetuximab (2004), Bevacizumab (2004), Panitumumab (2006), Ofatumumab (2009), Ipilimumab 

(2011), and Brentuximab vedotin (2011) [98]. Additionally, the creation of cancer vaccines followed the success of 

monoclonal antibodies. The application of immunologic knowledge into therapeutic vaccines is demonstrated by the 

2010 approval of Sipuleucel T, the first cell-based cancer vaccine, for prostate cancer [97].  

These vaccines can be composed of many materials, including TAAs, entire tumor cells, or DCs, all designed to initiate 

a powerful immune response, particularly targeting cancer cells. The fundamental method of cancer vaccines is 

presenting tumor antigens to the immune system. These antigens, which can be proteins, peptides, or other compounds, 

are either specific to cancer cells or overexpressed in them. Upon administration, cancer vaccines expose these antigens 

to APCs, which process and display them on their surface with large MHC molecules [99].In order to activate CTLs, 

which subsequently seek out and eliminate tumor cells expressing the same antigens, this antigen presentation is 

essential [99, 100]. 

In contemporary cancer immunotherapy, three major strategies are recognized: Use of specific antibodies (monoclonal 

antibodies) directed against tumor-associated antigens, therapeutic vaccination, using proteins, peptides, or tumor-

associated antigens to elicit an adaptive immune response and adoptive T cell transfer therapies: reinfusing immune 

cells (e.g., cytotoxic T lymphocytes or dendritic cells), often expanded or modified ex vivo, to target and destroy tumor 

cells [101]. On the other hand, based on the preliminary results of a series of experimental studies and the actual scenario 

observed in clinical studies, it can be determined that trogocytosis is an important mechanism to block CAR-T/NK cell 

therapy, and blocking trogocytosis can further release the therapeutic potential of CAR-T/NK. Currently, a number of 

strategies have been put out to address the short-term medication resistance and CAR-T/NK cell malfunction brought 

on by trogocytosis [102]. 

 

Conclusion  
One of the biggest challenges in oncology is the intricate and varied mechanisms of immune evasion in cancer, which 

call for a thorough comprehension of the underlying molecular processes. The concept of individualized cancer 

immunotherapy has received substantial popularity in recent years. The lack of standardized assessment techniques for 

the majority of parameters and the insufficient knowledge of cancer-immune interaction parameters are two of the main 

obstacles to accomplishing this ambitious goal. As TME is a potential target, it is vital to discover TME biomarkers, 

which can be immunological biomarkers like PDL-1, angiogenic biomarkers like VEGF and HIF-1, cancer-associated 

fibroblasts (CAFs), and stromal cells. Cancers evade immune surveillance primarily through tumor-induced immune 

suppression, immunological checkpoint regulation, and TME modulation. Therefore, determining the nature of these 

immunosuppressive cells in the TME of advanced cancers by individual analysis is essential for creating relevant 

treatments. In addition, the production, expansion, recruitment, and activation of immunosuppressive cells in the tumor 

microenvironment entail complicated mechanisms, making it challenging for a single strategy to target any one of these 

cells to generate substantial anti-tumor effects. However, the additional mechanisms of these cells participating in the 

tumor immune response and the optimization of clinical use of medicines targeting these cells are needed. 
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